
A lightweight DLP solution tightly integrated with employee monitoring and insider threat detection.





Scopd - Why

• Scopd is not just an DLP with UBA solution, its much more than 
that. Scopd can improve productivity, increase revenue, improve 
profits and safeguard data.

• Scopd can be used for 

• Data Leak Prevention

• Insider Threat Management

• Employee Monitoring 

• User Behavior Analysis

• Finding Disloyal Employees, Getting to know in advance 
who wants to leave job

• User management

• Endpoint management

• Most importantly Safeguard Confidential & Crucial Data





Scopd - Highlights

• SCOPD is a comprehensive user behavior analysis & monitoring and security solution designed to

enhance business efficiency & data security through various key features:

• Data Loss Prevention (DLP): Offers quick start and easy configuration of leakage monitoring, including a

search engine to locate files on client machines and triggers for registering DLP events.

• Computer Monitoring: Record screens, capture screenshots, track user activity on the internet & in

applications to monitor workflow

• Time Tracking and HR Analytics: Enables the creation of systems for analyzing employee performance,

revealing real capabilities and achieved results.

• Remote Employee Monitoring: Provides tools to monitor remote workers, detect security threats, and

prevent data leaks, ensuring productivity and security across various work environments.

• Biometric Authentication and Physical Security: Features include face recognition via webcam, analysis of

keyboard handwriting, and prevention of screen photos, contributing to a zero-trust security policy.

• Analytics Report Group: Provides comprehensive assessments of individual employees and departments'

effectiveness in a 24/7 mode, facilitating informed management decisions.

These features collectively provide organizations with the tools needed to monitor employee activities,

enhance productivity, and ensure data security.



SCOPD Data Loss Prevention (DLP)

Prevent Sensitive Information from Leaving Your Organization

SCOPD DLP protects business data across multiple leakage channels:

• USB & Removable Media 

• Internet Uploads 

• Email Attachments 

• Clipboard Operations 

• Printing 

• Document Reading 

• Voice/Speech Monitoring 

• Screen OCR

Flexible Response Options

• ✔ Monitor & Audit ✔ Alert Security Team

• ✔ Classify Sensitive Files ✔ Block Unauthorized Actions



Scopd - Key DLP Capabilities

Capability Description

Content Inspection
Detect confidential information using keywords and Regular 

Expressions

USB Protection Monitor or block copying to removable media

Internet Upload Monitoring Detect or block file uploads to websites and cloud services

Clipboard Monitoring Detect sensitive copy/paste activities

Print Monitoring Monitor printing of confidential documents

Shadow Copy Store copy of transferred files for forensic investigation

Document Classification Search, discover & classify sensitive files

OCR Support Detect text inside screenshots and images

Central Policy Management Configure policies from a single console



Scopd - DLP Coverage Matrix

Data Leakage Channel Monitor Alert Block

USB Drives ✔ ✔ ✔

Shared Folders ✔ ✔ ✔

Internet Uploads ✔ ✔ ✔

Email Attachments ✔ ✔ ✔

Clipboard ✔ ✔ ✔

Printing ✔ ✔ ✔

Documents ✔ ✔ ✔

Images (OCR) ✔ ✔ ✔

Voice/Speech ✔ ✔ ✔



Scopd - Features
Scopd - DLP with Employee Monitoring 

👔 Employee monitoring for Windows, Mac, Linux and DLP for Windows 

🖲 Active and non-active time tracking 💯 Productive and non-productive time tracking        

🖥 Application, Websites, Data Transfer, web search         ⏱ Login-logout time; timesheet        

🏋 Late arrival, Early departure, overwork, underwork        🎭 Top performers, Top violators  

😎 Face recognition to find if unauthorised user working on PC  🌐 Application & website blocking

📵 StopPhoto: Prevent screenshot and taking screen photo from Mobile 📍Geolocation tracking to find employee location

👩‍🏭 User behaviour analysis, changed behaviour, working pattern 💻 Lock PC in case of unauthorised usage

📊 Stop Data Leaks for crucial data based on type, keywords, regex    📈 DLP for sending, upload, copy, printing, reading

🗨️ OCR, file hashes, data discovery, file search 📧 Email, USB drives, web uploads, printouts, messengers 

🗃 File Audit: move, copy, delete 💬 Central messaging and lock every PC in organization 

📽 Live Audio, video, screen, mic monitoring 🎥 Screen recording, Periodic Screenshot capture

🚨 Risk Analysis and alerts  👩‍💻 Insider threat investigation 

🏬 Compare employees, branches & department working pattern 🧩LLM Integration

✅ Achieve Compliance DPDP, RBI, SEBI, IRDA, GDPR etc    📄 Export reports to HTML, PDF, xls

🚨 Realtime desktop alerts 📂 Reports on email, FTP, shared folder, web upload 

🧩 Web-console: access anytime, anywhere, any device   😏 Customised console for HOD, HR, IT, CXO 

👨‍💻 Hardware & Software Inventory of all device 🔕 Silent or announced monitoring 

🧩 Domain Integration 🧩 Uninstall protection & alert 

📈 PostgreSQL, MS-SQL support ---More--

















Scopd System Requirements

Server (Windows): Win10/11/2012/2016/2019/2022 and latest OS versions (32/64-bit) – Onprem or hosted cloud

Client (Windows):
XP(SP3)/2003/Vista/Win7/2008/Win8/2012/Win10/11/2016/2019/2022 and latest OS versions 

(32/64-bit)

Client (Linux): Astra, CentOS, Debian, Mint, Ubuntu, Rosa, RED OS (full list)

Client (MacOS): El Capitan, Sierra, High Sierra, Mojave, Catalina, Big Sur, Monterey, Ventura

SQL server: MS SQL Server (minimum 2008), PostgreSQL (minimum 11)

Operation in terminals: supported

Supported PACS systems: Sigur (Sphinx)

https://mirobase.com/files/clients/versions.txt

