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Solutions

Brands Description Panzer IT
N NETAND Integrated Identity Management (IM) & Privileged Access Management (PAM)
Qscopd Employee Monitoring, Risk Management, DLP, UBA
@falcongaze User Behavior Analysis, Employee Monitoring, DLP, Productivity

Enterprise Data Leak Prevention, Data Discovery, Encryption

#1SOMANSA

SECPINT

EMSISOFT

vembu

Acronis
v

Netop

Lefsz'th—aCart

Vulnerability Scanner & Assessment, Penetration Testing

Anti-Malware (Behavior based Prevention, Al, APT, Endpoint Security)

Data Backup & Disaster Recovery (Make in India)

Automated Data Backup

Secure Remote Access, Remote Connect

eComm — Software Website



https://www.letsgocart.com/
https://www.acronis.com/en-sg/
http://www.letsgocart.com/
https://falcongaze.com/en/
https://www.emsisoft.com/en/
https://www.somansatech.com/
https://www.vembu.com/
https://www.secpoint.com/
https://panzerit.com/
https://www.netand.io/

ND NETAND

HIWARE

HIWARE, Integrated Identity and Access Management solution
actively responding to next-generation security paradigm



— The Foundation of Modern Cybersecurity: IAM & PAM

- 80% of breaches involve compromised credentials

- |AM ensures only authorized users access systems, data,

and apps

- PAM secures privileged accounts and records session
activities

- Together, IAM & PAM protect against insider threats and

credential abuse
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— What's at Stake Without IAM & PAM?

- Shared credentials, lack of visibility, and no audit trails

lead to vulnerabilities

- Data breaches, non-compliance fines, and operational

disruption are common outcomes

- Example: Admin access misused, leading to system

deletion with no trace or alert

- PAM provides session recording and real-time alerts to

prevent such scenarios
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— Why NETAND? Security That's Smart, Scalable & Affordable

- Unified IAM & PAM platform for centralized access control

- Role-based access, session recording, and real-time

alerts
- Cost-effective and competitive price.

- Seamless integration with existing IT infrastructure

Panzer IT



What is NETAND HIWARE

Privileged Access Management for System

The beginning of the system security management are ‘Manage’ and ‘Audit’.

HIWARE Privileged Access Management for System enables the complete management and supervision of users by controlling all
accesses to, and operations of the IT infrastructure operating system such as network and server, monitoring work details in realtime and
saving log records.

ENHANCED USER AUTHENTICATION
ACCESS AUTHORITY MANAGEMENT
SYSTEM COMMAND MANAGEMENT
REALTIME SESSION MANAGEMENT
LOG RECORDING / AUDIT

Identity Management for System to work

Full and complete ‘integration’ and ‘managing automation’ are needed for easier and more powerful security.

HIWARE Identity Management for System manages all user accounts scattered across systems in an integrated fashion by interworking a
client’s HR system. It also automates the account and password management process for work efficiency and for more complete security.

ACCOUNT LIFE-CYCLE POLICY MANAGEMENT
PASSWORD POLICY MANAGEMENT

INTEGRATED ACCOUNT POLICY MANAGEMENT
DETECTION OF RETIREE/ INACTIVE/ ILLEGAL ACCOUNTS
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Benefits of HIWARE

*  Netand HIWARE is an integrated Identity Management (IM) and Privileged Access Management (PAM)
solution which helps you balance security and efficiency at work by managing identities and access
privilege.

*  HIWARE PAM for System enables the complete management and supervision of users by controlling all
accesses to and operations of the IT infrastructure such as network and server, monitoring work details in
realtime and saving logs.

*  HIWARE IM for Active Directory is developed to make up for a human error and security loophole from
manual AD account management. It automatically manages AD accounts through consistent policies and
unified management cycle by linking AD, HR system and server all together.

*  HIWARE PAM for Database grants modular access to information in database differentially to each user
and prevents information leak through SQL audit and log records.

*  Integrated Solution for:
. PSM for System
. PAM for Database
. IM for System
. IM for Database
. IM for Active Directory Panzer IT



‘Benefits of HIWARE
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'HIWARE IM for System and DBMS

HIWARE ldentity Management of System and DBMS
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HIWARE Mobile Authentication
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that the company developed by itself




Unauthorized Account Detection
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HIWARE IM for Active Directory
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'HIWARE PAM for System and DBMS
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Reinforce User Authentication

A user tries to , IP/IMAC 2 factor Automatic login to
access > [BH=Y g > authentication > authentication > devices
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User
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basic ID/PW, IP/MAC, MOBILE OTP a=m Clients can save the cost to establish a security solution since we
*kk . .
Two-factor SMS, OTP, SSO, Smart card, RADIUS, PKI, biometrics, etc. provide a mobile OTP product that we developed by ourselves
external LDAP, etc. *Providing api for integration ) ) )
- Support Android/IOS - Support off-line environment

Panzer IT



Permitted
commands

Important
commands

Prohibited
command

* EH
| |
Worker

prohibited command > Warning Massage > N EBEET > (EAaet f Y dies @ > Notification
command attempts to input

| EEE— .
inistrator ]I

Request Admlmstrator s Usmg the command

e

Risky
user

Permitted
command

Important
command

]

Warning!
Bad Command!

Time

E Device

EEE Command

Immediately
accepted

=]

Confirmation text

>

Accepted

U

Prevent
User’s mistake

Access Denied Admi

Administrator II *

Equipment

Possible to use
the requested
command

Panzer IT

MAKE N SECIRE



DBMS Query Control

U B
Permitted Preventing

query Immediately
accepted

Permitted |
query

a security incident
aused by a user’
mistake

DBMS

Worker
Inputting a . The query is not Block if N times of
prohibited query > VBB > > attempts to input >
[ S S
Prohibited
) &= [ W 1
r

Notification to an
administrator

Risky Warning! .
user Bad query! Access Denied Administrato

Time

=
DBMS ./ Possible to use
the requested
User
BE=E  query Administrator query

Access for > Filling in > RELIES ] > Administrator’s > Using the query
@ approval arequest form approval approval within a period

Panzer IT

MAKE N SECIRE



Real-time Session Monitoring & Control

Real-time session
monitoring

Event monitoring

Forcibly blocking users’
session

Providing real-time
dashboard

Session timeout

Real-time session statistics

ree vovy

Real-time event monitoring &
control




— Partner with Confidence: Your Advantage with NETAND

- Expand your security portfolio with high-demand solutions

- Competitive pricing helps you win more deals

- Trusted by organizations in regulated industries

- Access to dedicated support and enablement resources
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