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Endpoint Data Loss Prevention 
Discover, Monitor, Prevent Sensitive Data Leakage on 

Your Endpoints 
 

Somansa Data Loss Prevention (DLP) security solution is designed to help organizations in 

financial services, healthcare, retail, government and other industries protect sensitive 

company data including intellectual property and confidential information, wherever it may be 

(cloud, on-premise, endpoints) from leakage, while reducing the costs and complexity of 

managing a DLP solution. 

 

Somansa Privacy-i is an endpoint data loss prevention (DLP) solution to protect sensitive data 

and personal information stored in company desktops, laptops, and devices from leakage 

using discovery and prevent features based on content, context aware policy rules to block 

copy and transfer to USB, Media, Printing, Wi-Fi/Bluetooth, and applications. 

 

FEATURES 
 

 

Discover 

Scans and locates sensitive data on endpoints based on policy rules. 

▪ Classification 

▪ Encryption 

▪ Permanent Deletion 

 

Data Loss Prevention, DLP 

Monitors/Blocks copying and uploading of sensitive data based on policy rules. 

▪ USB Drives, CD/DVD, Removable Storage, Printing 

Wi-Fi, Bluetooth, FireWire, Share Folders. 

 

Management 

A Web-based Central Management Console allows administrators  

to view real-time Reports & Incidents, Create Policy Rules, manage Agent Users. 

 

                 

“Strengths: Simple to deploy and manage. Good price point and excellent documentation.” 

 

– SC Media, Data Leakage Prevention 
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BENEFITS 
 

Easy to implement, set-up, and use Central Management 

Alerts and Reporting 

•  Real-time Alerts, Graphic Dashboard,  

Detailed Reports 

Prevent 

• Copy Prevent to USBs, Removeable Storage, etc. 

• Upload Prevent via web email, messenger, cloud 

storage, etc. 

• Print, Clipboard and Shared Folder Prevent 

Multiple Platforms 

• Windows (7, 8, 10,11), Mac (10, 11, 12) 

Active Directory Sync 

SIEM Integration 

Authorize Whitelist USB Devices 

Deployment 

• Servers (On-Premise) 

• Cloud 
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Enterprise DLP                                                 Partner Guide 

Content and Context Aware Policies 

• Regular Expressions, Patterns (credit card numbers, social security numbers), Keywords, etc. 

• Structured and Unstructured Data (MS Office, PDF, Source Codes) 

• Users/Groups, Devices, File Types, Location 

• Regula

Content and Context Aware Policies 

• Regular Expressions, Patterns (credit card numbers, social security numbers), Keywords, etc. 

• Structured and Unstructured Data (MS Office, PDF, Source Codes) 

• Users/Groups, Devices, File Types, Location 

• Regulatory Compliance Policies, GDPR, PCI-DSS, CCPA, HIPAA, Local Data Privacy, and 

more. 


