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Network Data Loss Prevention
Prevent Sensitive Data Leakage in Motion

Somansa Data Loss Prevention (DLP) security solution is designed to help organizations in
financial services, healthcare, retail, government and other industries protect sensitive
company data including intellectual property and confidential information, wherever it may be
(cloud, on-premise, endpoints) from leakage, while reducing the costs and complexity of
managing a DLP solution.

Somansa Mail-i is a network data loss prevention (DLP) solution to protect sensitive data and
personal information in motion using its superior packet and protocol analysis technology by
monitoring outbound network traffic including Email, Messenger, FTP, HTTP/HTTPS, and Cloud

Services.

FEATURES

©

Monitor

Monitors and analyzes outbound network traffic.

»  Visibility: Manage data traffic across multiple ports,
network protocols, and channels.

Data Loss Prevention, DLP
Blocks sensitive data in motion based on policy rules.
» Email, Messenger, FTP, HTTP/HTTPS, and Cloud Services

including Office365, Google Apps, AWS and iCloud.

Management
A Web-based Central Management Console allows administrators
to view real-time Reports & Incidents, Create Policy Rules, manage Agent Users.

“After evaluating several other solutions, Center Bank selected Somansa’s Mail-i to identify

and protect confidential and customer information.”
—Jae Choi, IT Director, Center Bank



¥ SOMANSA DATASHEET

Data Decryption and Analysis P,
SN

B Confidential / ,,.’ ) Office 365 §Dropbox\
Sensivie Data
MGmaﬂ & Google Drive aWS\
aAaa o A
ecryplion -t , ! \
D W “® facebook }
. ° /

"\ Instagram Outlook  ICloud

twitterd /

BENEFITS

Content and Context Aware Policies

. Regglar Expressions, Pgtterns | Communication Channels

(credit card numbers, social security numbers), Keywords . .

+ Email, Web- email, Messenger,
« Structured and Unstructured Data . .
. FTP, Telnet, Social Networking, P2P,
(MS Office, PDF, Source Codes) Tunnel, Proxy, Web (HTTP/HTTPS)
+ Users/Groups, Devices, File Types, Location ' % '

* Regulatory Compliance Policies, GDPR, PCI-DSS, Cloud Services and more.
CCPA, HIPAA, Local Data Privacy, and more.

Easy to implement and set-up Central Management
Alerts and Reporting Deployment
+ Real-time Alerts,

 Servers (On-Premise)
Graphic Dashboard, Detailed Reports » Cloud

Gartner
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